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Description of Cyber Bullying
Internet use is on the rise in American homes and in American schools. Students'
access to computers and other technology such as cell phones has increased in the past years
and continues to rise as the United States becomes a more technologically advanced nation
(Keith & Martin, 2005). Ninety-nine percent of teens between the ag'es of 16-18 report using
the internet and 91 % of teens ages 12-15 use the internet. With this increase in internet use
among youth in America, a new trend in bullying has arrived (Keith & Martin, 2005).
Belsey (as cited in Keith & Martin, 2005) defined cyber-bullying as bullying through
the use of electronic communication means such as computers, pagers, cell phones, websites,
etc; Cyber-bullying is purposeful, recurring, aggressive, and is meant to hurt others. This
definition provides a general overview of what cyber-bullying is, but there are several forms of
cyber-bullying. Harassment, flaming, cyberstalking, outing, and exclusion are just a few words
that describe ways a child can be bullyed over the internet or through text messaging (Bamford,
2004).
Prevalence
Cyber-bullying is a fairly new phenomenon and research on the topic is still new.
However, the literature suggests that cyber-bullying is definitely affecting our children and our
schools.· A study on bullying (Li, 2005) found 54% of ?1h graders surveyed had been victims of

usual face-to-face bullying. Among this 54% over one quarter of them also were victims of

cyber-bullying. Also, 15% of these students admitted to bullying others using the internet or

some form of electronic communication. The majority (40.9%) of these students used multiple

forms of electronic communication such as chat rooms, e-mail, and cell phones. Another

survey, conducted by I-SAFE America, found that 57% of the 1,566 students surveyed had
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experience some form of cyber-bullying and about one fourth of these students stated it
occurred regularly (Keith & Martin, 2005).
Symptoms of the Issue
There are many advantages to the new technology that is flooding the American way of
life. People are able to communicate more easily and children can use the computer for
educational purposes. Many people use a computer or other forms of technology everyday for
work or school and are able to use them appropriately. However, with the good also comes the
bad. Cyber bullying is one example of the negative side of our ever-changing technology.
Cyber-bullying can be very devastating for all people involved (Campbell, 2005). it affects the
victim, the bully, family, and friends. With cyber-bullying on the rise, even more children will
be affected in the future and the effects of this type of bullying will become more widespread.
Cyber-bullying can be hard to detect for several reasons. A lot of cyber-bullying
happens at home. Many parents see computers and technology as tools for everyday use while
their children see computers and technology as a way to stay connected with their friends
(Strom & Strom, 2004). Because of this gap between parents and children it can be difficult for
parents to detect if their child is bullying or being bullied. There are some things parents can
do to monitor a child's use of the computer. Parents can keep the computer in a common area
such as the living room where it is easily accessible and easy to walk by. Parents should talk
with children about appropriate and inappropriate use of computers and keep an eye on what is
happening. If a parent suspects his or her child is being bullied, openly communicating
concerns can be beneficial (Bamford, 2004).
Most cyber-bullying is done at home, but the effects can carry over into the school
communi.ty. Victims of bullying can develop psychological and physical problems associated
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with being bullied. Some common psychological problems include depression, low-self
esteem, and social anxiety. All of these can affect the performance of students in a school
setting and can cause students to become fearful of school because students are unsure of who
is bullying them (Greene, 2003).
A major issue associated with cyber-bullying is anonymity. When using the internet,
students may feel more freedom to say anything when communicating with others. Often, this
can lead to more hurtful things being said. When students are able to bully people without
revealing their identity, students may not feel as responsible for their actions and how those
actions affect others (Sparling, 2004). Covell (2005) stated," The power differential that is
normally present between bully and victim is not present with electronic bullying. Websites
and screeri names provide anonymity to the bully" (p. 31 ). The anonymity of cyber-bullying
also makes it more difficult to track who is behind the attacks and can make it more difficult to
/ prevent them or stop them (HRSA,2005).
Gender Differences
Cyber-bullying is very comparable to traditional bullying when it comes to gender
differences. Boys self-report bullying more than girls do and usually boys will threaten
physically while girls will attack psychologically (Meadows, 2005). Females are often the
victims of cyber-bullying. A lot of the bullying received by females is in the form of
harassment, either sexual or name-calling. However, females are also emerging as instigators
and bullies on the internet. Females are usually seen as more quiet or submissive and the
anonymity of the internet allows them to retaliate against the bullies. This is different from
traditional bullying because males are usually the instigators or bullies (Shariff & Gouin,

2005).
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Interventions
Cyber-bullying has a major impact on schools but it is a difficult area to address
·because most of the bullying happens outside of school or off school grounds. With the
increase in the numbers of students that cyber-bullying is affecting, schools are beginning to
implement programs and educate teachers and other school staff about the subject (Campbell,
2005).
Greene (2003) suggested the first step is to change the school climate. If the climate of
the school suggests that bullying in any form in unacceptable a school can begin to make some
changes. Some key ideas that Greene suggested are forming open communication between
students and teachers, establishing a way to report bullies in an appropriate and friendly
manner, and educating students on bullying.
Greene (2003) discussed two other methods that can be used by counselors to handle
'

bullying. These methods, "the no .blame approach" (p. 298) and "the method of shared
concern" (p, 298) both utilize individual and small group counseling sessions. Both approaches
avoid punishment for the bully and the bystanders but strive to communicate empathy between
the bullies and bystanders towards the victims. The other part of these approaches is to create
social support for the victims.
Conclusion

It is evident that the issue of cyber-bullying is only going to increase and grow in and
out of schools. As educators, having an understanding of the issue and continuing to learn
more about what can be done will be important in the prevention of cyber-bullying and in
helping the bullies and victims.

Cyber Bullying
References

Bamford, A. (2004). Cyber-bullying. ARISA Pastoral Care National Conference. Melbourne:
Australia.
Belsey, B. (n.d.) Cyberbullying: An emerging threat to the "always on" generation. Retreived
June 29, 2006 from bullying.erg.
Campbell, M. (2005). Cyber-bullying: an old problem in a new guise? Australian Journal
of Guidance and Counseling, 15, p. 68-76.

Covell, K. (2005). Violence against children in north america. United Nations SecretaryGeneral's study of Violence Against Children, North American Regional
Consultation, pp. i -66.
Deloyer, C. (2005). Cyber bullying: internet use gone bad. Just for the Health of It. Retrieved
June 29, 2006 from www.pdhu.on.ca.
Greene, M. (2003). Counseling and climate change as treatment modalities for bullying is
school. International Journal for the Advancement of Counseling, 25, p. 293-302.
Health Resource and Service Administration (HRSA). Stop Bullying Now: Take a Stand Lend
,a Hand. (n.d). Retrieved June 29, 2006 from
http://stopbullyingnow.hrsa.gov/adult/indexAdult.asp?Area=cyberbullying.
Keith, S., & Martin, M. (2005). Cyber-bullying: creating a culture of respect in a cyber
world. Reclaiming Children and Youth,13, p. 224-229.
' Li, Q. (2005). New bottle but old wine: a research of cyberbullying in schools. Computers in
Human Behavior.

Meadows, B. (2005). The web: a bully's new playground. People Weekly, v 63, p. 152-162

6

Cyber Bullying

7

National Center for Missing & Exploited Children. Chat Abbrevations.(n.d), Retrieved June 29,
1006 from http://missingkids.com/adcouncil/pdf/lingo/onlinelingo. pdf.
National Center for Missing & Exploited Children (2003). Internet safety quiz for adults.
Retrieved June 29, 2006 from
www.missingkids.com/en_US/publications/KTR_AdultinternetSafety.pdf.
Pew Internet & American Life Project, Teens and Technology: Youth are leading the transition

to a fully wired and mobile nation, July 2005.
Shariff, S., & Gouin, R. (2005). Cyber-delimmas: Gendered hierarchies, free expression and

cyber-safety in schools. Department of Integrated Studies in Education. McGill
University: Canada.
Sparling, P. (2004). Mean machines: new technologies let the neighborhood bully taunt you
anywhere, anytime, but you can fight back. Current Health 2, 31, p. 11-16.
Strom, P., & Strom, R. (2004) .. Bullied by a mouse. Child Research Net.
The Children's Partnership. A Parent's Guide to Online Kids lOl(n.d.)Retrieved June 29, 2006
from http://www.childrenspartnership.org.

Cyber Bullying

8

Day One
Cyber-Bullying: An Introduction

What Does Cyber-Bullying Look Like?
Involves the use of information and communication technologies such as e-mail, cell phone
and pager text messages, instant messaging (IM), defamatory personal websites, and
defamatory online personal polling websites, to support deliberate, repeated, and hostile
behavior by an individual or group, that is intended to harm others

Types of Cyber-bullying
Bamford, 2004

• Anonymity: comments in a chat room can't be traced to one person's identity
• Flaming: a heated argument usually including vulgar language. Usually this occurs
in a public area such as a chat room or discussion board

• Harassment: offensive messages aimed at an individual or group
• Outing: a public display, posting or forwarding of personal communication such as
e-mails

• Exclusion: designation of who members of the "in" group are and excluding others.
Usually this is done among girls

• Pornography:
Quiz: What do you know about Internet Lingo?
http://www.cvberbullying.ca/
True Stories of Cyber-Bullying

. I have contacted Bill Belser by email and am still waiting for a response.

Cyber Bullying
Day Two: Talking to Your Child

Warning Signs
Keith and Martin, 2005

•
•
•
•
•
•
•

Execessive amounts of time spent on the computer
Trouble sleeping or nightmares
Depressed feelings or crying for no reason
Mood swings
Feeling sick or ill
Anti-social behaviors
Falling behind in school work

How to Talk to Your Child
Bamford, 2004

•
•
•

Open communication
Talk about good and bad computer use
Give your child the skills to handle dangerous situation while on the internet

How can you Protect Yourself or Your Child from Cyber-Bullying?
Delayer, 2005

• Don't give out personal information
• Question what you read not all the information is true
• Be polite to others online
• Refrain for sending messages to others when you are angry
• If you don't know who the·message is from don't open it
• . Trust your instincts
• ·. Tum off your computer and spend time doing something else

What if Your Child is Being Cyber-Bullied?
Delayer, 2005

•
•
•
•
•
•

Don't reply to messages from the bully
Tell someone: a parent, teacher, school administrator
Inform your ISP (internet service provider)
Let the local police know
Keep the messages you receive as evidence
Do not make plans to meet anyone from the internet

9
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Day Three: How Can You Keep Your Child Safe?
Basic Internet Safety
Bamford, 2004

•
•
•

Keep computer is an open area where you can easily monitor your child's activities
Consistently check with your child to see what they are doing
Form rules for computer use and enforce them in your home
Who Can Help You?

•
•

Local Police
o Keep evidence of bullying
School Personnel
o What are school policies?
o Talk with the counselor, teachers, and administrators

Cyber- Bullying: A ~orkshop for
· Parents
Part 1

Presented by Erin
Jackson

. Agenda for Workshop
• Day One
- 7:00pm- Workshop Begins
- 7:20- 7:30- Group Discussions on Cyber-Bullying
'

- 8:00-8:15- Time for Questions
- 8: 15- Closing

• Day Two: Talking to Your Child
• Day Three: What Can You Do?

' ,l True Stories of Cyber- Bullying
• Feathers in the Wind

,

'IO!rjonet

Discussion
• How much do you k'now about the internet?
• What concerns do you have regarding your
children and the internet?
• How much do you know .about internet safety?
• What do you want to learn about cyberbu llying?

What is Cyber-Bullying
Cyber-bullying "involves the use of information and
communication technologies such as e-mail, cell phone
and pager t~xt messages, instant messaging (IM),
defamatory personal websites, and defamatory online
personal polling websites, to support deliberate,
repeated, and hostile behavior by an individual or
group, that is intended to harm other$" (p. a).
Belsey, B. (n.d.) Cyberbullying: An emerging threat to the "always on" generation. Retreived June

29, 2006 from bullying.org.

_Statistics
• 57% of the 1,566 students surveyed had experience some form of
cyber-bullying and about one fourth of these students stated it
occurred regularly
• 54% of 7th graders surveyed had been victims of usual face-toface bullying
• 15% of these students admitted to bullying others using the
internet or some form of electronic ·communication
• The majority (40.9%) of these students used multiple forms of
electronic communication such as chat rooms, e-mail, and cell
phones
Li, Q. (2005). New bottle but old wine: a research of cyberbullying in schools. Computers in
Human Behavior.
Keith, S., & Martin, M. (2005). Cyber-bullying: creating a culture of respect in a cyber
world. Reclaiming Children and Youth, 13, p. 224-229.

Statistics
•

21 million (87%) kids ages t2-17 use the internet

•

11 million (51 %) use the i~ternet daily

•

84% of teens own some type of digital media device
- computer
- cell phone
- PDA (palm pil_ot)
Pew Internet & American Life Project, Teens and Technology: Youth are leading the transition
to a fully wired and mobile nation, July 2005.

.. Types of Communication
•
•
•
•

Instant Messaging (IM),
Chat Rooms
Biogs or Social Networks
E-Mail

The Children's Partnership. A Parent's Guide to Online Kids 101 (n.d.)

Retrieved June 29, 2006 from
http://www.childrenspartnership.org
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IM Risks

Strangers can con~act your kids
It's hard to monitor
Kids spend too much time on it
Online Profiles that are searchable
Trouble with peers/school
Cyber-bullying
Spam
The Children's Partnership. A Parent's Guide to Online Kids 101 (n.d.)
Retrieved June 29, 2006 from http://www.childrenspartnership.org

•IM Parent Tios

Check screen names and profile and discuss
good choices
Know your child's password
Use parental controls and other settings and
preferences
Stay involved/talk to other parents
Use log feature with child
The Children's Partnership. A Parent's Guide to Online Kids 101 (n.d.)

Retrieved June 29, 2006 from http://www.childrenspartnership.org

Bloas & Social NetwoXks

Myspace, Xanga, Facebook
Fun for kids to talk about with friends
~
jlJJ;

Show off pictures
Identity tool
"Like working on a yearbook"

The Children's Partnership. A Parent's Guide to Online Kids 101 (n.d.)

Retrieved June 29, 2006 from
http://www.childrenspartnership.org

Bloas & Social Netwoik Risks

Strangers
Privacy issues, such as photo distribution
Risks to reputation

The Children's Partnership. A Parent's Guide to Online Kids 101 (n.d.)

Retrieved June 29, 2006 from http://www.childrenspartnership.org

Biogs & Social Netwgtks Tips

Limit biogs
Create a blog with your teen, making sure no
personal information is online and discussing
content
Discourage the posting of any photos-they
can be copied and used by anyone
Make sure they know you'll be one of their
"friends"
The Children's Partnership. A Parent's Guide to Online Kids 101 (n.d.)

Retrieved June 29, 2006 from http://www.childrenspartnership.org
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Chat Risks

Higher risk child will reveal identification that
can personally identify him/her
Chat rooms and "one-on-one" conversation
flow easily-to offline ,private space
Unmonitored chat can have language and
sexual content
Predators
The Children's Partnership. A Parent's Guide to Online Kids 101 (n.d.)
Retrieved June 29, 2006 from http://www.childrenspartnership.org

Chat Tios

Don't allow chat rooms
Only allow buddy chat
Only allow chat in moderated environment
Teach your children not to give out any
personal information
Teach your child to never meet new online
friends offline without parent or adult
Set rules and monitor carefully
The Children's Partnership. A Parent's Guide to Online Kids 101 (n.d.)

Retrieved June 29, 2006 from
http://www.childrenspartnership.org

E-mail

ElectroniciMail
Message sent from one address to
another
Can include pictures, sound, video, or
text attachments
Software or Web-based

The Children's Partnership. A Parent's Guide to Online Kids 101 (n.d.)
Retrieved June 29, 2006 from http://www.childrenspartnership.org

E-mail Risks

Spam (junk mail)
Not private: Can easily be distributed to
"whole world"
Computer viruses
Bullying
School or social trouble

The Children's Partnership. A Parent's Guide to Online Kids 101 (n.d.)

Retrieved June 29, 2006 from http://www.childrenspartnership.org

E-mail Tios

Have different accounts for different levels
of privacy
Teach children to do the following:
Protect passwords
Guard personal information
Never open e-mails or attachments from an
unknown person
Delete chain letters
Remember that e-mail can be shared widely
The Children's Partnership. A Parent's Guide to Online Kids 101 (n.d.)

Retrieved June 29, 2006 from http://www.childrenspartnership.org

Do You Know the Lingo?
CHAT ABBREVIATIONS
121

one to ..one

AFAIK

for 05 I know
(Wl:JY from ktyboord
ol1"o"k.nowncs

AFK

A!:A

ARE
ASAP
A/Sill
M
B41~

BAK
BBIAB
BBL

B8Ml
BBN
BBS

BEG

BF

t';S

FC

oofon
hye:fornow
bock Gt tke k,yboord
be bock in o. bit
be back;ktter
be bock much later

bye bye,,,.,
be bock soon
b!gevil grin
boyfriend

oolly k>ughi"!l

CU>
CNP
CP
CRST
CSG

cu

big grin

b• ,;ght bock
oot thenogain

bythewuf
btrrling with lo.ughte.r
but what th< heck do I kn..,
dwclde&gr-in
crying in diggroce
continud (in my) next post
chat pmt
crylrg real big te&s
ch-uckle. snickt:r. grfn

CUL or CULSER

!.-t.eyou
se-~ you later

cuz

because

CYO

sec.youoolinc
do r know you?

OIKU

ES

age. sex. lorotion

Bl
BRB

C&I'>

d:m't let the bed 0091 bt,e
don't t;oote, mL M this
evil grin

c.crcnym-nch -emiirornt\V\t
CS" soon a!1 possible

bye for now

BWL
BWTHtlIK

d«,dli,J<

EMFBI
EOM
EOT
F2F
FAQ

8FN
8&

BTA
81W

t,L

llLT8B3
l)QMOT

FISH
FMTYEWTI(
FOMCL
FTBOMH
FUD

FWIW
FYI
6A
GAL
Gil&<\
SF

GFN
GI\\'IST
GMBO
GMTA
GOl
GTRM
GTSY
H&~

HAGN
HHLS
HTH
IAC

Ii\E
IANAL

re
IOK

IHA

excuse me for butting In
endof~
endofth-e.M
foc-e to foc·e

TILII
11K2U!.8R
TMI
TIU
TOPCA
TOY
Tl'TB
TTFN

teJl it like it is
talk to yoo Jo.tu
too muc:h infwmation
'till next time:
'TI1 cur poths crog ogoln
thif'lkirig of yoo
the powitr-s that be
tota for now
thovght thot too
tolk to you Jater

frequentty osk,d q"°'twn(,)
fingers cro~sed
fir1t in. dill hef'e
for men thon you ever wanted t
fo!l;ng off "'f <~.,;,. loogh,og
from tM bent-om (}f my h.wrt
fear, unc:e.rtainty.ond doobt
hr what ft's- wo-rth
for ymr info!".rno.tion
goo.head
ge:t-o life
gr-inning. ducking. & runr.in;g
9 ,,.i,......i
gone for rum
9u.. I wb-h rd said that

wnt

9fggli"9 my OOtt off
gr-cat mind::J thif':k alike
9eggllng out food

WYSIWYG

whee.re are yw from?
what you su is what you get

YBS

you"H be1orry

VG
YL
YM

yo1.Jn9 gcmle.man
youogbdy
yol.ltlgmM

goh,g to recd mai1
glad to sec you

hugmdkiss
hm,e ogoodni5ht
ftm.qii,g head in ~hnme:
h..-,.,e thhl: hc!ps
inrmy case
in any event

r •.,, not a k,wyc, (but)
r ...
I don't koow
I hate. ac:ronyms

Missing Kids. Chat Abbrevations.(n.d), Retrieved June 29, 1006
from http://missingkids.com/adcouncil/pdf/lingo/onlinelingo.pdf.

TTT

TTVl
TU

th(Vlk:you

uw

yoUf'ewdcome

VB$
WB

ve.ry bl-g grin
welcome bock
who died-ond left you in c:harge:?
whatever
M)rb: for me
wouldn't rt be ruce if

WOALYIC
W/E
WFM

wrnm

WT6

WTGP
WUF

waytogo
wo.nt to gt> private?
what/who the heck

Review
• What is Cyber-Bullying
• Types of Communication
-

Instant Messaging (IM)
Chat Rooms
Biogs or Social Networks
E-Mail

• Lingo

Cyber- Bullying: A ~orkshop for
· Parents
Part 2

Presented by Erin
Jackson

· Agenda for Workshop
'

• Day One: Introduction to Cyber-Bullying
• Day Two:Talking to Your Child
• Day Three: What Can You Do?
- 7:00pm- Workshop Begins with Adult Internet Safety
Quiz
- 7:20- 7:30- Group Discussions over Quiz Answers
- 8:00-8: 15- Time for Questions
- 8: 15- Closing

Common Types of Cyber-Bullying
• Flaming
-

A heated argument usually in a public forum such as a chat room

• Harassment
-

Offensive messages

• Outing
-

posting of personal communication through forwarding of email or public
displays

• Exclusion
- "in" group members are identified and others are excluded

• Pornography
Bamford, 2004

. True Stories of Internet Bullying
• You Can't Take it Back

'filrrt.,,et"

How much do you kndw about
internet safety?
'

• Internet Safety Quiz

National Center for Missing & Exploited Children (2003). Internet safety quiz for adults.
Retrieved June 29, 2006 from
www.missingkids.com/en US/publications/KTR AdultlnternetSafety.pdf

Where is the best place to locate
· your family computer?
'

• Computers should be located in an open area
where parents can easily monitor their child's
internet activity
• B

Which is the best exaJ)lple of how
· to protect your children online?
'

• Posting clear rules .about internet usage helps
children be accountable for their behaviors
while on the internet

•A

Your children are complBtely safe if they
· only visit child-friendly chat rooms
'

• Even sites that are.child-friendly are not
immune to predators. Keep your child safe by
continuous monitoring o,f their internet activity

• B

at snou1a you ao 1r your cn1 ren tell you that
their online friend has asked fa their telephone
number and wants to meet them in person?

• Commend your chi.Id from coming to you with
the information and talk with them about the
dangers of meeting people in person

• B

Of the choices below, Which is the
worst screen name for a child?
• Screen names sho.uld never having any
personal information in them such as a name,
age, hometown, or year of graduation

•A

•A
• Answer retrieved from
David Finkelhor, Kimberly J. Mitchell, and Janis Wolak. Online Victimization: A Report on the
Nation's Youth. Alexandria, Virginia: National Center for Missing & Exploited Children, 2000,
page ix.

As cited in
National Center for Missing & Exploited Children (2003). Internet safety quiz for adults. Retrieved
June 29, 2006 from www.missingkids.com/en US/publications/KTR AdultlnternetSafety.pdf

If you are not familiar ~ith computers
· and the Internet you should
• Taking a class or reading a book is an easy
way to learn more about the internet
- check local meetings and library for books

• Sitting down with your child is another great
way to learn more

•C
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• Contact local law e.nforcement immediately
• Report information to www.cybertipline.com or
1-800-843-5678

• B

• Remind your child the picture could be viewed
by anyone and the internet is not a safe place
to put pictures
• B

Quiz Discussion
• What did you learn.?
• What was most surprising to you?
• What do you want to know more about?

Warning Signs of Cyber-Bullying
• Excessive amounts of time spent on the
computer
• Depressive moods or unexplained crying
• Disinterest in social activities
• Falling behind in school and other activities
• Feeling sick or unwell
• Unusual mood swings
Keith, S., & Martin, M. (2005). Cyber-bullying: creating a culture of respect in a cyber
world. Reclaiming Children and Youth, 13, p. 224-229.

Talking to Your Child
• Open Communication.
- .Let your child know you are available to talk to about important
issues

• Talk about good and back computer use
- Establish rules and expectations for computer use (rule
examples found at www.netsmartz.org)
- Talk about what is appropriate and inappropriate

• Help your child learn the skills needed to handle
dangerous situations on the internet
- Knowing what to do in dangerous situations can keep your
child from being bullied and can aid in identifying cyber-bullies
Bamford, 2004

Resources for parents
• www.childnet-int.org .
- Contains information on internet safety for parents and
children
- Contains more resources for parents including a website
where you can make reports to police

• www.netsmartz.org
- This is an interactive website where parents, children, and
teachers can find information on internet safety
- Children can play games, takes quizzes, and do activities
- Netsmartz.org has true-life stories of children who have been
bullied over the internet

More Resources
• www.kidsmart.org .
- Very similar to netsmartz.org with games, activities,
and quizzes

• www.bullying.org
- This website contains information on cyber-bullying
in general
- Contains tips for parents and children and what to
do if your child is being cyber-bullied

